
Mandiant reported responding to more cloud breaches 
than ever before in 2024, and cited identity solutions 
lacking sufficient security controls as the chief reason. 

Where leaders once prioritized only privileged accounts, 
there is now a clear consensus that every identity is critical. 

Social engineering remains the cause of greatest concern, 
but MFA bypass and forged authentication tokens are 
now considered just as dangerous as zero-day exploits.

87%
of IT & security leaders are currently 

planning to change IAM providers 
or have already begun the process.

58%
of them are looking to do so for  

security reasons, suggesting the feature 
set for tackling identity-based threats 

is lacking in many single solutions.

60%
This is despite the fact that  

60% had switched IAM providers 
within the last three years.

Threat actors’ growing preference for stealing credentials and living 
off the land, coupled with organizations’ inability to recover quickly, 
represents a significant threat to enterprise business continuity.

Nevertheless:
1 in 3 estimate it would take 48 hours 
or more to recover their identity 
infrastructure post-compromise

78% would rely at least partially 
on manual processes to do so

In a survey of 1,625 IT and 
security leaders conducted 
by Rubrik Zero Labs and 
Wakefield Research:

90% of IT and security leaders 
surveyed agree that identity-

driven cyberattacks are the top 
threat to their organizations.

89% plan to hire professionals 
specifically to manage or improve 

digital-identity management, identity 
infrastructure, and/or identity 
security in the next 12 months.

Most cyber incidents today involve some aspect of 
identity compromise. But identities are often tools, rather 
than targets themselves. Threat actors compromise both 
human and non-human identities and abuse legitimate 
tools to conduct surveillance, data theft, or extortion.

Understanding Identity Compromise:  
Threat Actors’ Ticket to Living Off of the Land

THE IDENTITY CRISIS
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